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communication” protected by the
Federal Wiretap Act, and whether
there has been an “interception.”
Universally, e-mails and IMs are
considered electronic communications.

The issue of “interception” arises
because to constitute a violation of the
Wiretap Act, interception must occur
contemporaneously with transmis-
sion of the information, and not when
the information is retrieved from
storage. See O'Brien v. O'Brien, 899 So.
2d 1133 (Fla. App., 2005) (discussing
cases interpreting the Federal Wiretap
Act), U.S. v. Councilman, 418 E.3d 67 (1st
Cir. 2005). Both O'Brien and Councilinan
hold that the interception of e-mail
messages by the spyware program
occurred contemporaneously with the
transmission of the information.

In O'Brien, the wife installed a spy-
ware program, known as Spector, on
the husband’s computer and recorded
the husband’s
another woman. The Spector program
took screen shots of the husband’s
online chats, and saved the informa-
tion to a file on the computer.
Following discovery of the wife's
activities, the husband obtained a

online chats with

temporary injunction prohibiting the
wife's He ultimately
received a permanent injunction and

activities.

an order prohibiting the wife from
disclosing the online conversations or
offering them into evidence at trial.
On appeal, the wife argued that her
activities were not prohibited by the
Florida wiretap act, because she
retrieved the intercepted communica-
tions from storage. Florida’s Court of
Appeal argument,
“because the spyware installed by
the wife intercepted the electronic

rejected  this

communication contemporaneously
with transmission, copied it, and
routed the copy to a file in the
computer’s hard drive, the electronic
communications were intercepted in
violation of the Florida Act.” See
O’ Brien, 899 So.2d at 1137.

In contrast, in U.S. o Steiger, 318
F.3d 1039 (11th Cir. 2003), there was no
violation of the Federal Wiretap Act
where a hacker obtained access to the
defendant’s computer via a Trojan
horse virus and transferred porno-
the
defendant’s computer to the hacker’s

graphic materials stored on

computer, because the Trojan horse
virus “simply copied information that
had previously been stored on the
computer’s hard drive.”

Whether or not “key logger” soft-
ware or key stroke programs violate
the Federal Wiretap Act is less certain.
“Key logger” software is installed on a
computer to record every key stroke
made. This software provides the
ability to obtain passwords for e-mail

accounts or even bank accounts.

Typically, the recorded key strokes are

stored on the computer’s hard drive.

Again, the issue that arises under
the Federal Wiretap Act is whether
there has been an interception of the
information contemporaneous with
its transmission. At least two courts
have held that the use of key logger
software does not constitute contem-
poraneous interception. See U.S. v.
Ropp, 347 ESupp.2d 831 (C.D. CA
2004); (Bailey v. Bailey, 2008 U.S. Dist.
LEXIS 8565 (E.D. MI February 6, 2008).

In Bailey, the husband installed key
logger software on his home computers
to obtain the password to his wife's
new e-mail account. After learning the
password, the husband accessed his
wife’s e-mail account and read her
messages. During the subsequent cus-
tody trial, the husband’'s lawyer
impeached the wife's testimony with
an e-mail obtained with the use of the
password recorded by the key logger
software. Following the conclusion of
the parties” custody dispute, the wife
sued the husband and his attorney in
federal court for violation of the
Federal Wiretap Act and the Federal
Stored Communications Act.

On a for

motion summary

judgment, the United States District
Court summary
judgment against the wife on her
Federal Wiretap Act claim. The court
concluded that the key logger soft-
ware permitted the husband to learn

judge entered

his wife's password, which he then
used to access the wife's e-mail
messages. Since the esmail messages
were not obtained contemporaneously
with their transmission, there was no
violation of the Federal Wiretap Act.
There are no reported Maryland
decisions addressing spyware or key

logging software.

The Federal Stored
Communication Act

meets the computer

savvy divorce litigant.

The Federal Stored Communications
Act prohibits the intentional access,
without (or in excess of) authoriza-
tion, of a facility through which an
electronic communication service is
provided and thereby obtaining,
altering or preventing access to an
electronic communication that is in
electronic storage in such system. See
18 USC. §2701(a).
storage” is defined as “any temporary,

“Electronic

intermediate storage...incidental to
the electronic transmission...and any
storage...by an electronic communica-
ion service for purposes of backup
protection of such communication.”
See 18 U.S.C. §2510(17).

Maryland’s  Stored Wire Act
prohibits a person from obtaining,
altering, or preventing authorized
access to a wire or electronic commu-
nication while it is in electronic storage
in an electronic communications
system by intentionally accessing,
without (or in excess of) authoriza-
tion, a facility through which an
electronic communication service is
provided. Se¢ Md. Code Ann., Cts. &
Jud. Proc. §10-4A-02. An “electronic
communications system” is defined as
“any computer facilities or related
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